
 



 
 

 

 

 
 

 

 

 

 

 
 
 
 

 



 
  

 

 

 

 

 
 
 
 

 

 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 



 
 

 

 

 

 
 

 
 

 

 

   
 

 

 

  
 

 

 
 

 

 
 

 

 

 
 

 

 

  
 

 

 
 

 

 
 

 

 

 

 
 

 
 

  
 

 

 
 

 
 

 
 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 
 
 
 
 
 
 
 
 
 
 

 



 

 
 

 
 

 
 

 

 
 

 

 

  
 

 

 
 

 

 
 

 

 
 

 
 

 

 
 
 
 
 
 

 
 

 
 
 
 
 
 

 
 

 
 

 
  

 

 

 
 

 
 

 

 
 

 

 
 

 

 
 

 

 
 

 
 

 
 

 

 
 

 

 

 
 

 
  

 

 

 
  

 

 
 

 

 

 

 

 
 

 

 
 

 
 

 

 

 
 

 

 

 
 

  
 

 
 

 
 

 

 

 
 

 
 
 
 
 

 

 
 
 
 
 

 

 

 
  

 

 

 
  

  

 
  

 

 
 

 

 
 

 
 

 

 
 

 

 
 

 
  

 
  

  

 
  

 

 

 
 

 
 

 

 
 

 

 
 

 
 

 
 

 
 

 

 
 

 

 
 

 
 

      
 

 

 
 

 
 

 
 

 
 

 
 

 

 

 
  

 
 

 

 

  
 

 
 

 

 

  
  

 

 
 

 
 

 
 

 
 

 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 

 
 

 
 

 
 

 
 

 
 

 
  

 
 

 
 

 

  
 

 

 
 

   

  

 
 
 

 



 
 

 

 

 

 
 

 

 

 

 
 
 
 
 
 
 
 
 

 



 

 
 

 

  
 

 
 

 
 

 
     

 

 
 

 
  

 
 

  
 

  

 

 
  

 
 

  
 

 
 

 
 

 
 

 
 

  
 

  

 

  
  

 
 

 
 

 
 

 
  

 
 

  
 

  

 

 
 

 
 

 
 

  
 

  

 

 
  

 
 

  
 

 
 

  
 

 
 

 
 

  

 

 
 

 
 

  
 

   

 

 
 

 
 

  
 

 
 

 
 

 
 

  
 

   

 

 
 

 
 

 
 

 
 

 
 

 
 

  
 

   

 

 
 

 
 

  
 

 
 

 
 

 
 

  
 

   

 

 
  

 
 

 
 

    
 

Cyber Security Compulsory 
 

 
 

   

 
 

   
 

 
 

  

  

  

 

  

 

  

 

  

   

 
 

  
     

 

 
 

  
  

 
 

  
 

  

 

  
 

 
 

 
 

  
 

 
 

  
  

 
 

  
 

  

 

  
  

 
 

 
 

 
 

 
 

 
 

 
 

  
 

 
 

 
  

 
 

  
 

 
 

 
 

 
 

 
 

  
 

 
 

  
 

 
 

 
 

 
 

  
 

 
 

  
 

 
 

  
 

 
 

  
 

 
 

  
 

 
 

  
 

  

 

  
 

 
 

 
 

 
 

 
 

 
 

  
 

 
 

 
 

 
 

  
 

 
 

 
 

 
 

  
 

 
 

 
  

 
 

 
 

 
 

  
 

    
  

  

 
 
 
 
 



 
 
 
 
 
 
 
 

 
 

 

 

 

 
 
 
 

 

 

 

 

 
 
 
 

 

 

 

 

 
 
 
 

 

 

 

 
 
 
 

 
     

 
 

 



 
 

 
 

 

 

 
 

 
 

 

 

 

 

 

 

 
 

 
 

 
 

  
 

 

 

 
 

 
 

 

 
 

 

 
 

 
 

 
 

 
 

 

 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 



 
 

 
 

 

 

 

 

 

 
 

 

 
 

 
 

 
 

 
 

 

  

 

 
 

 
 

  
 

 

 
  

 
 

 

 
 

 

 

 
 

 

 
 
 
 
 
 
 
 



 
 

 
 

 

 
 

 

 

 
 

 

 
 

 
 

 
 

 
 

 

  

 

 
 

 
 

  
 

 

 
 

 
 

 
 

 
 

 

 
 

 

 

 
 

 

 
 
 
 
 
 
 
 
 

 



 
 

 
 

 

 

 

 
 

 

 
 

 
 

 
 

 
 

 

 
 
 

 

 
 

  

 

 

 
 

 

 
 

   

 

 
 

 
 

 
 

 

  

 

 
 

  

 

 
 

  

 

 
 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

 



Solapur University with UDDYAM – PAHSUI Introduces 
University Grants Commission (UGC) Mandated 4 Credits 

Title of the Paper  Syllabus for Advanced Cybersecurity program (Postgraduate Level) 
Mandatory Credits 4 
From Academic 
Year 

2025-26 

Sr 
No 

Heading Particulars 

1 Course Title Advanced Cybersecurity 
2. Course Code (To be assigned by Solapur University) 
3. Description 

of The 
Program 

The Postgraduate Program in Cyber Security offers an advanced and 
strategic perspective on securing digital infrastructure in an 
increasingly interconnected world. The curriculum is structured to 
deepen expertise in areas such as national cybersecurity policies, 
cyber warfare, advanced cybercrime mechanisms, and data privacy 
regulations across global jurisdictions. 
Students engage with complex topics including zero-day 
vulnerabilities, ransomware, AI-driven threats, GDPR compliance, 
and cybersecurity governance. The program also emphasizes legal 
and ethical issues surrounding emerging technologies like IoT, 
Blockchain, and AI. With a focus on cyber risk management, security 
audits, and strategic planning, this program prepares graduates to 
lead in roles such as cybersecurity analysts, compliance officers, 
digital risk managers, and policy advisors in public and private 
sectors. 

4. Vertical: ✔ Elective 
5. Type Theory and Practical 
6. Credit 4 credits 
7. Hours allotted 60 hours 
8. Marks 

allotted 
100 marks 

9. Course Objectives of the Program 
 Develop foundational knowledge of cyberspace, web architecture, and digital 

communication systems while understanding the emerging challenges in 
cyber security. 

 Identify and analyze various forms of cybercrimes including social 
engineering, financial fraud, and cyber threats targeting individuals and 
organizations, along with relevant legal frameworks such as the IT Act 2000. 

 Understand and evaluate the role of cyber law, privacy regulations, and policy 
mechanisms in combating cybercrime and ensuring digital safety. 

 Examine the security implications of social media usage, including data 
privacy, inappropriate content, and legal consequences, while adopting best 
practices for secure digital communication. 



 Explore the concepts of e-commerce and digital payment systems, including 
different modes of transactions, threats, and RBI guidelines for secure 
financial operations. 

 Learn the principles of digital device security and gain hands-on skills in 
configuring antivirus, firewalls, password policies, and mobile device security. 

 Acquire the ability to use practical tools and techniques to report, prevent, 
and mitigate cyber incidents, and foster a responsible and ethical approach 
to personal and professional digital interactions. 

10. Program Outcomes 
After completing the Cyber Security Undergraduate Program, students will: 

 Develop a foundational understanding of cyberspace, digital infrastructure, 
and the critical role of cybersecurity in the modern digital world. 

 Recognize and categorize various types of cybercrimes, including online 
frauds, phishing, ransomware, and social engineering attacks. 

 Gain knowledge of national cyber laws and regulations, especially the IT Act 
2000, and understand how to report and respond to cyber incidents. 

 Understand the security and privacy challenges associated with social media 
platforms and apply best practices for responsible digital behaviour. 

 Acquire familiarity with e-commerce systems and digital payment modes, 
along with the ability to recognize and prevent associated frauds. 

 Develop hands-on proficiency in securing digital devices through password 
policies, antivirus tools, firewalls, and mobile security settings. 

 Implement basic cybersecurity tools and technologies to detect threats and 
apply remedial measures to protect personal and institutional data. 

 Demonstrate the ability to configure, manage, and monitor endpoint device 
security, and apply guidelines to mitigate risks. 

 Strengthen their awareness of ethical issues in digital interactions and data 
usage, fostering responsible digital citizenship. 

 Gain experience in practical applications through case studies and lab 
exercises that simulate real-world cyber scenarios. 

 Prepare for entry-level roles in cybersecurity support, digital risk awareness, 
IT help desk functions, and cyber law consultancy. 

 Build a strong foundation to pursue higher education or certifications in 
cybersecurity, digital forensics, ethical hacking, or information security 
management. 

 
11. Modules: Our course content is designed based on the UGC syllabus, ensuring 

academic relevance and quality. 
Module 1: Overview of Cyber security 
 Module Content - Cyber security increasing threat landscape, Cyber security 

terminologies- Cyberspace, attack, attack vector, attack surface, threat, risk, 
vulnerability, exploit, exploitation, hacker., Non-state actors, Cyber terrorism, 
Protection of end user machine, Critical IT and National Critical Infrastructure, 
Cyberwarfare, Case Studies. 



 Learning Outcomes - Students after completing this module will be able to 
understand the basic terminologies related to cyber security and current cyber 
security threat landscape. They will also develop understanding about the 
Cyberwarfare and necessity to strengthen the cyber security of end user machine, 
critical IT and national critical infrastructure. 

Module 2: Cybercrimes 
 Module Content - Cyber crimes targeting Computer systems and Mobiles- data 

diddling attacks, spyware, logic bombs, DoS, DDoS, APTs, virus, Trojans, 
ransomware, data breach. Online scams and frauds- email scams, Phishing, Vishing, 
Smishing, Online job fraud, Online sextortion, Debit/ credit card fraud, Online 
payment fraud, Cyberbullying, website defacement, Cybersquatting, Pharming, 
Cyber espionage, Cryptojacking, Darknet- illegal trades, drug trafficking, human 
trafficking, Social Media Scams & Frauds- impersonation, identity theft, job scams, 
misinformation, fake newscyber crime against persons - cyber grooming, child 
pornography, cyber stalking, Social Engineering attacks, Cyber Police stations, Crime 
reporting procedure, Case studies. 

 Learning Outcomes - After completion of the module, students will have complete 
understanding of the cyberattacks that target computers, mobiles and persons. 
They 
will also develop understanding about the type and nature of cyber crimes and as to 
how report these crimes through the prescribed legal and Government channels. 

 Practical –  
1. Platforms for reporting cyber crimes. 

Module 3: Platforms for reporting cybercrimes 
 Module Content - Cyber crime and legal landscape around the world, IT Act,2000 

and its amendments. Limitations of IT Act, 2000. Cyber crime and punishments, 
Cyber Laws and Legal and ethical aspects related to new technologies- AI/ML, IoT, 
Blockchain, Darknet and Social media, Cyber Laws of other countries, Case Studies. 

 Learning Outcomes - Students after completing this module will be able to 
understand the legal framework that exist in India for cyber crimes and penalties 
and 
punishments for such crimes, It will also expose students to limitations of existing IT 
Act,2000 legal framework that is followed in other countries and legal and ethical 
aspects related to new technologies. 

Module 4: E – Data Privacy and Data Security 
 Module Content - Defining data, meta-data, big data, nonpersonal data. Data 

protection, Data privacy and data security, Personal Data Protection Bill and its 
compliance, Data protection principles, Big data security issues and challenges, Data 
protection regulations of other countries- General Data Protection 
Regulations(GDPR),2016 Personal Information Protection and Electronic Documents 
Act (PIPEDA), Social media- data privacy and security issues. 
 

 Learning Outcomes - After completing this module, students will understand the 



aspects related to personal data privacy and security. They will also get insight into 
the Data Protection Bill,2019 and data privacy and security issues related to Social 
media platforms. 

 Practical –  
1. Registering complaints on a social media platform. 

Module 5: Cyber security Management, Compliance and Governance 
 Module Content - Cyber security Plan- cyber security policy, cyber crises 

management plan, Business continuity, Risk assessment, Types of security controls 
and their goals, Cyber security audit and compliance, National cyber security policy 
and strategy. 

 Learning Outcomes - Students after completing this module will understand the 
main components of cyber security plan. They will also get insights into riskbased 
assessment, requirement of security controls and need for cyber security audit and 
compliance. 

 Practical –  
1. Prepare password policy for computer and mobile device. 
2. List out security controls for computer and implement technical security controls 
in the personal computer. 
3. List out security controls for mobile phone and implement technical security 
controls in the personal mobile phone. 
4. Log into computer system as an administrator and check the security policies in 
the system. 

12. REFERENCES 
1. Cyber Security Understanding Cyber Crimes, Computer Forensics and Legal 
Perspectives by Sumit Belapure and Nina Godbole, Wiley India Pvt. Ltd. 
2. Information Warfare and Security by Dorothy F. Denning, Addison Wesley. 
3. Security in the Digital Age: Social Media Security Threats and Vulnerabilities by 
Henry A. Oliver, Create Space Independent Publishing Platform. 
4. Data Privacy Principles and Practice by Natraj Venkataramanan and Ashwin 
Shriram, 
CRC Press. 
5. Information Security Governance, Guidance for Information Security Managers 
by 
W. KragBrothy, 1st Edition, Wiley Publication. 
6. Auditing IT Infrastructures for Compliance By Martin Weiss, Michael G. Solomon, 
2nd Edition, Jones Bartlett Learning. 

13. Semester-End Examination - MCQ-based online exam conducted through the LMS. 
The question paper is for 100 marks. Minimum 40 marks required to pass.   

14. Format of question paper: Multiple Choice Questions (MCQs) 
15. Live Sessions and Course material - There is no live online sessions. The entire course 

is self-study-oriented in accordance with the syllabus prescribed by the UGC. It 
includes E- book, recorded videos, lab manual, and assignments. The course is made 
available completely online through the LMS, allowing students to explore the 
content in a self-paced manner. 
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Title of the Paper  Syllabus for Advanced Cybersecurity program (Postgraduate Level) 
Mandatory Credits 4 
From Academic 
Year 

2025-26 

Sr 
No 

Heading Particulars 

1 Course Title Advanced Cybersecurity 
2. Course Code (To be assigned by Solapur University) 
3. Description 

of The 
Program 

The Postgraduate Program in Cyber Security offers an advanced and 
strategic perspective on securing digital infrastructure in an 
increasingly interconnected world. The curriculum is structured to 
deepen expertise in areas such as national cybersecurity policies, 
cyber warfare, advanced cybercrime mechanisms, and data privacy 
regulations across global jurisdictions. 
Students engage with complex topics including zero-day 
vulnerabilities, ransomware, AI-driven threats, GDPR compliance, 
and cybersecurity governance. The program also emphasizes legal 
and ethical issues surrounding emerging technologies like IoT, 
Blockchain, and AI. With a focus on cyber risk management, security 
audits, and strategic planning, this program prepares graduates to 
lead in roles such as cybersecurity analysts, compliance officers, 
digital risk managers, and policy advisors in public and private 
sectors. 

4. Vertical: ✔ Elective 
5. Type Theory and Practical 
6. Credit 4 credits 
7. Hours allotted 60 hours 
8. Marks 

allotted 
100 marks 

9. Course Objectives of the Program 
 Develop foundational knowledge of cyberspace, web architecture, and digital 

communication systems while understanding the emerging challenges in 
cyber security. 

 Identify and analyze various forms of cybercrimes including social 
engineering, financial fraud, and cyber threats targeting individuals and 
organizations, along with relevant legal frameworks such as the IT Act 2000. 

 Understand and evaluate the role of cyber law, privacy regulations, and policy 
mechanisms in combating cybercrime and ensuring digital safety. 

 Examine the security implications of social media usage, including data 
privacy, inappropriate content, and legal consequences, while adopting best 
practices for secure digital communication. 



 Explore the concepts of e-commerce and digital payment systems, including 
different modes of transactions, threats, and RBI guidelines for secure 
financial operations. 

 Learn the principles of digital device security and gain hands-on skills in 
configuring antivirus, firewalls, password policies, and mobile device security. 

 Acquire the ability to use practical tools and techniques to report, prevent, 
and mitigate cyber incidents, and foster a responsible and ethical approach 
to personal and professional digital interactions. 

10. Program Outcomes 
After completing the Cyber Security Undergraduate Program, students will: 

 Develop a foundational understanding of cyberspace, digital infrastructure, 
and the critical role of cybersecurity in the modern digital world. 

 Recognize and categorize various types of cybercrimes, including online 
frauds, phishing, ransomware, and social engineering attacks. 

 Gain knowledge of national cyber laws and regulations, especially the IT Act 
2000, and understand how to report and respond to cyber incidents. 

 Understand the security and privacy challenges associated with social media 
platforms and apply best practices for responsible digital behaviour. 

 Acquire familiarity with e-commerce systems and digital payment modes, 
along with the ability to recognize and prevent associated frauds. 

 Develop hands-on proficiency in securing digital devices through password 
policies, antivirus tools, firewalls, and mobile security settings. 

 Implement basic cybersecurity tools and technologies to detect threats and 
apply remedial measures to protect personal and institutional data. 

 Demonstrate the ability to configure, manage, and monitor endpoint device 
security, and apply guidelines to mitigate risks. 

 Strengthen their awareness of ethical issues in digital interactions and data 
usage, fostering responsible digital citizenship. 

 Gain experience in practical applications through case studies and lab 
exercises that simulate real-world cyber scenarios. 

 Prepare for entry-level roles in cybersecurity support, digital risk awareness, 
IT help desk functions, and cyber law consultancy. 

 Build a strong foundation to pursue higher education or certifications in 
cybersecurity, digital forensics, ethical hacking, or information security 
management. 

 
11. Modules: Our course content is designed based on the UGC syllabus, ensuring 

academic relevance and quality. 
Module 1: Overview of Cyber security 
 Module Content - Cyber security increasing threat landscape, Cyber security 

terminologies- Cyberspace, attack, attack vector, attack surface, threat, risk, 
vulnerability, exploit, exploitation, hacker., Non-state actors, Cyber terrorism, 
Protection of end user machine, Critical IT and National Critical Infrastructure, 
Cyberwarfare, Case Studies. 



 Learning Outcomes - Students after completing this module will be able to 
understand the basic terminologies related to cyber security and current cyber 
security threat landscape. They will also develop understanding about the 
Cyberwarfare and necessity to strengthen the cyber security of end user machine, 
critical IT and national critical infrastructure. 

Module 2: Cybercrimes 
 Module Content - Cyber crimes targeting Computer systems and Mobiles- data 

diddling attacks, spyware, logic bombs, DoS, DDoS, APTs, virus, Trojans, 
ransomware, data breach. Online scams and frauds- email scams, Phishing, Vishing, 
Smishing, Online job fraud, Online sextortion, Debit/ credit card fraud, Online 
payment fraud, Cyberbullying, website defacement, Cybersquatting, Pharming, 
Cyber espionage, Cryptojacking, Darknet- illegal trades, drug trafficking, human 
trafficking, Social Media Scams & Frauds- impersonation, identity theft, job scams, 
misinformation, fake newscyber crime against persons - cyber grooming, child 
pornography, cyber stalking, Social Engineering attacks, Cyber Police stations, Crime 
reporting procedure, Case studies. 

 Learning Outcomes - After completion of the module, students will have complete 
understanding of the cyberattacks that target computers, mobiles and persons. 
They 
will also develop understanding about the type and nature of cyber crimes and as to 
how report these crimes through the prescribed legal and Government channels. 

 Practical –  
1. Platforms for reporting cyber crimes. 

Module 3: Platforms for reporting cybercrimes 
 Module Content - Cyber crime and legal landscape around the world, IT Act,2000 

and its amendments. Limitations of IT Act, 2000. Cyber crime and punishments, 
Cyber Laws and Legal and ethical aspects related to new technologies- AI/ML, IoT, 
Blockchain, Darknet and Social media, Cyber Laws of other countries, Case Studies. 

 Learning Outcomes - Students after completing this module will be able to 
understand the legal framework that exist in India for cyber crimes and penalties 
and 
punishments for such crimes, It will also expose students to limitations of existing IT 
Act,2000 legal framework that is followed in other countries and legal and ethical 
aspects related to new technologies. 

Module 4: E – Data Privacy and Data Security 
 Module Content - Defining data, meta-data, big data, nonpersonal data. Data 

protection, Data privacy and data security, Personal Data Protection Bill and its 
compliance, Data protection principles, Big data security issues and challenges, Data 
protection regulations of other countries- General Data Protection 
Regulations(GDPR),2016 Personal Information Protection and Electronic Documents 
Act (PIPEDA), Social media- data privacy and security issues. 
 

 Learning Outcomes - After completing this module, students will understand the 



aspects related to personal data privacy and security. They will also get insight into 
the Data Protection Bill,2019 and data privacy and security issues related to Social 
media platforms. 

 Practical –  
1. Registering complaints on a social media platform. 

Module 5: Cyber security Management, Compliance and Governance 
 Module Content - Cyber security Plan- cyber security policy, cyber crises 

management plan, Business continuity, Risk assessment, Types of security controls 
and their goals, Cyber security audit and compliance, National cyber security policy 
and strategy. 

 Learning Outcomes - Students after completing this module will understand the 
main components of cyber security plan. They will also get insights into riskbased 
assessment, requirement of security controls and need for cyber security audit and 
compliance. 

 Practical –  
1. Prepare password policy for computer and mobile device. 
2. List out security controls for computer and implement technical security controls 
in the personal computer. 
3. List out security controls for mobile phone and implement technical security 
controls in the personal mobile phone. 
4. Log into computer system as an administrator and check the security policies in 
the system. 

12. REFERENCES 
1. Cyber Security Understanding Cyber Crimes, Computer Forensics and Legal 
Perspectives by Sumit Belapure and Nina Godbole, Wiley India Pvt. Ltd. 
2. Information Warfare and Security by Dorothy F. Denning, Addison Wesley. 
3. Security in the Digital Age: Social Media Security Threats and Vulnerabilities by 
Henry A. Oliver, Create Space Independent Publishing Platform. 
4. Data Privacy Principles and Practice by Natraj Venkataramanan and Ashwin 
Shriram, 
CRC Press. 
5. Information Security Governance, Guidance for Information Security Managers 
by 
W. KragBrothy, 1st Edition, Wiley Publication. 
6. Auditing IT Infrastructures for Compliance By Martin Weiss, Michael G. Solomon, 
2nd Edition, Jones Bartlett Learning. 

13. Semester-End Examination - MCQ-based online exam conducted through the LMS. 
The question paper is for 100 marks. Minimum 40 marks required to pass.   

14. Format of question paper: Multiple Choice Questions (MCQs) 
15. Live Sessions and Course material - There is no live online sessions. The entire course 

is self-study-oriented in accordance with the syllabus prescribed by the UGC. It 
includes E- book, recorded videos, lab manual, and assignments. The course is made 
available completely online through the LMS, allowing students to explore the 
content in a self-paced manner. 
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No 
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1 Course Title Advanced Cybersecurity 
2. Course Code (To be assigned by Solapur University) 
3. Description 

of The 
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The Postgraduate Program in Cyber Security offers an advanced and 
strategic perspective on securing digital infrastructure in an 
increasingly interconnected world. The curriculum is structured to 
deepen expertise in areas such as national cybersecurity policies, 
cyber warfare, advanced cybercrime mechanisms, and data privacy 
regulations across global jurisdictions. 
Students engage with complex topics including zero-day 
vulnerabilities, ransomware, AI-driven threats, GDPR compliance, 
and cybersecurity governance. The program also emphasizes legal 
and ethical issues surrounding emerging technologies like IoT, 
Blockchain, and AI. With a focus on cyber risk management, security 
audits, and strategic planning, this program prepares graduates to 
lead in roles such as cybersecurity analysts, compliance officers, 
digital risk managers, and policy advisors in public and private 
sectors. 

4. Vertical: ✔ Elective 
5. Type Theory and Practical 
6. Credit 4 credits 
7. Hours allotted 60 hours 
8. Marks 

allotted 
100 marks 

9. Course Objectives of the Program 
 Develop foundational knowledge of cyberspace, web architecture, and digital 

communication systems while understanding the emerging challenges in 
cyber security. 

 Identify and analyze various forms of cybercrimes including social 
engineering, financial fraud, and cyber threats targeting individuals and 
organizations, along with relevant legal frameworks such as the IT Act 2000. 

 Understand and evaluate the role of cyber law, privacy regulations, and policy 
mechanisms in combating cybercrime and ensuring digital safety. 

 Examine the security implications of social media usage, including data 
privacy, inappropriate content, and legal consequences, while adopting best 
practices for secure digital communication. 



 Explore the concepts of e-commerce and digital payment systems, including 
different modes of transactions, threats, and RBI guidelines for secure 
financial operations. 

 Learn the principles of digital device security and gain hands-on skills in 
configuring antivirus, firewalls, password policies, and mobile device security. 

 Acquire the ability to use practical tools and techniques to report, prevent, 
and mitigate cyber incidents, and foster a responsible and ethical approach 
to personal and professional digital interactions. 

10. Program Outcomes 
After completing the Cyber Security Undergraduate Program, students will: 

 Develop a foundational understanding of cyberspace, digital infrastructure, 
and the critical role of cybersecurity in the modern digital world. 

 Recognize and categorize various types of cybercrimes, including online 
frauds, phishing, ransomware, and social engineering attacks. 

 Gain knowledge of national cyber laws and regulations, especially the IT Act 
2000, and understand how to report and respond to cyber incidents. 

 Understand the security and privacy challenges associated with social media 
platforms and apply best practices for responsible digital behaviour. 

 Acquire familiarity with e-commerce systems and digital payment modes, 
along with the ability to recognize and prevent associated frauds. 

 Develop hands-on proficiency in securing digital devices through password 
policies, antivirus tools, firewalls, and mobile security settings. 

 Implement basic cybersecurity tools and technologies to detect threats and 
apply remedial measures to protect personal and institutional data. 

 Demonstrate the ability to configure, manage, and monitor endpoint device 
security, and apply guidelines to mitigate risks. 

 Strengthen their awareness of ethical issues in digital interactions and data 
usage, fostering responsible digital citizenship. 

 Gain experience in practical applications through case studies and lab 
exercises that simulate real-world cyber scenarios. 

 Prepare for entry-level roles in cybersecurity support, digital risk awareness, 
IT help desk functions, and cyber law consultancy. 

 Build a strong foundation to pursue higher education or certifications in 
cybersecurity, digital forensics, ethical hacking, or information security 
management. 

 
11. Modules: Our course content is designed based on the UGC syllabus, ensuring 

academic relevance and quality. 
Module 1: Overview of Cyber security 
 Module Content - Cyber security increasing threat landscape, Cyber security 

terminologies- Cyberspace, attack, attack vector, attack surface, threat, risk, 
vulnerability, exploit, exploitation, hacker., Non-state actors, Cyber terrorism, 
Protection of end user machine, Critical IT and National Critical Infrastructure, 
Cyberwarfare, Case Studies. 



 Learning Outcomes - Students after completing this module will be able to 
understand the basic terminologies related to cyber security and current cyber 
security threat landscape. They will also develop understanding about the 
Cyberwarfare and necessity to strengthen the cyber security of end user machine, 
critical IT and national critical infrastructure. 

Module 2: Cybercrimes 
 Module Content - Cyber crimes targeting Computer systems and Mobiles- data 

diddling attacks, spyware, logic bombs, DoS, DDoS, APTs, virus, Trojans, 
ransomware, data breach. Online scams and frauds- email scams, Phishing, Vishing, 
Smishing, Online job fraud, Online sextortion, Debit/ credit card fraud, Online 
payment fraud, Cyberbullying, website defacement, Cybersquatting, Pharming, 
Cyber espionage, Cryptojacking, Darknet- illegal trades, drug trafficking, human 
trafficking, Social Media Scams & Frauds- impersonation, identity theft, job scams, 
misinformation, fake newscyber crime against persons - cyber grooming, child 
pornography, cyber stalking, Social Engineering attacks, Cyber Police stations, Crime 
reporting procedure, Case studies. 

 Learning Outcomes - After completion of the module, students will have complete 
understanding of the cyberattacks that target computers, mobiles and persons. 
They 
will also develop understanding about the type and nature of cyber crimes and as to 
how report these crimes through the prescribed legal and Government channels. 

 Practical –  
1. Platforms for reporting cyber crimes. 

Module 3: Platforms for reporting cybercrimes 
 Module Content - Cyber crime and legal landscape around the world, IT Act,2000 

and its amendments. Limitations of IT Act, 2000. Cyber crime and punishments, 
Cyber Laws and Legal and ethical aspects related to new technologies- AI/ML, IoT, 
Blockchain, Darknet and Social media, Cyber Laws of other countries, Case Studies. 

 Learning Outcomes - Students after completing this module will be able to 
understand the legal framework that exist in India for cyber crimes and penalties 
and 
punishments for such crimes, It will also expose students to limitations of existing IT 
Act,2000 legal framework that is followed in other countries and legal and ethical 
aspects related to new technologies. 

Module 4: E – Data Privacy and Data Security 
 Module Content - Defining data, meta-data, big data, nonpersonal data. Data 

protection, Data privacy and data security, Personal Data Protection Bill and its 
compliance, Data protection principles, Big data security issues and challenges, Data 
protection regulations of other countries- General Data Protection 
Regulations(GDPR),2016 Personal Information Protection and Electronic Documents 
Act (PIPEDA), Social media- data privacy and security issues. 
 

 Learning Outcomes - After completing this module, students will understand the 



aspects related to personal data privacy and security. They will also get insight into 
the Data Protection Bill,2019 and data privacy and security issues related to Social 
media platforms. 

 Practical –  
1. Registering complaints on a social media platform. 

Module 5: Cyber security Management, Compliance and Governance 
 Module Content - Cyber security Plan- cyber security policy, cyber crises 

management plan, Business continuity, Risk assessment, Types of security controls 
and their goals, Cyber security audit and compliance, National cyber security policy 
and strategy. 

 Learning Outcomes - Students after completing this module will understand the 
main components of cyber security plan. They will also get insights into riskbased 
assessment, requirement of security controls and need for cyber security audit and 
compliance. 

 Practical –  
1. Prepare password policy for computer and mobile device. 
2. List out security controls for computer and implement technical security controls 
in the personal computer. 
3. List out security controls for mobile phone and implement technical security 
controls in the personal mobile phone. 
4. Log into computer system as an administrator and check the security policies in 
the system. 

12. REFERENCES 
1. Cyber Security Understanding Cyber Crimes, Computer Forensics and Legal 
Perspectives by Sumit Belapure and Nina Godbole, Wiley India Pvt. Ltd. 
2. Information Warfare and Security by Dorothy F. Denning, Addison Wesley. 
3. Security in the Digital Age: Social Media Security Threats and Vulnerabilities by 
Henry A. Oliver, Create Space Independent Publishing Platform. 
4. Data Privacy Principles and Practice by Natraj Venkataramanan and Ashwin 
Shriram, 
CRC Press. 
5. Information Security Governance, Guidance for Information Security Managers 
by 
W. KragBrothy, 1st Edition, Wiley Publication. 
6. Auditing IT Infrastructures for Compliance By Martin Weiss, Michael G. Solomon, 
2nd Edition, Jones Bartlett Learning. 

13. Semester-End Examination - MCQ-based online exam conducted through the LMS. 
The question paper is for 100 marks. Minimum 40 marks required to pass.   

14. Format of question paper: Multiple Choice Questions (MCQs) 
15. Live Sessions and Course material - There is no live online sessions. The entire course 

is self-study-oriented in accordance with the syllabus prescribed by the UGC. It 
includes E- book, recorded videos, lab manual, and assignments. The course is made 
available completely online through the LMS, allowing students to explore the 
content in a self-paced manner. 

 























Solapur University with UDDYAM – PAHSUI Introduces 
University Grants Commission (UGC) Mandated 4 Credits 

Title of the Paper  Syllabus for Advanced Cybersecurity program (Postgraduate Level) 
Mandatory Credits 4 
From Academic 
Year 

2025-26 

Sr 
No 

Heading Particulars 

1 Course Title Advanced Cybersecurity 
2. Course Code (To be assigned by Solapur University) 
3. Description 

of The 
Program 

The Postgraduate Program in Cyber Security offers an advanced and 
strategic perspective on securing digital infrastructure in an 
increasingly interconnected world. The curriculum is structured to 
deepen expertise in areas such as national cybersecurity policies, 
cyber warfare, advanced cybercrime mechanisms, and data privacy 
regulations across global jurisdictions. 
Students engage with complex topics including zero-day 
vulnerabilities, ransomware, AI-driven threats, GDPR compliance, 
and cybersecurity governance. The program also emphasizes legal 
and ethical issues surrounding emerging technologies like IoT, 
Blockchain, and AI. With a focus on cyber risk management, security 
audits, and strategic planning, this program prepares graduates to 
lead in roles such as cybersecurity analysts, compliance officers, 
digital risk managers, and policy advisors in public and private 
sectors. 

4. Vertical: ✔ Elective 
5. Type Theory and Practical 
6. Credit 4 credits 
7. Hours allotted 60 hours 
8. Marks 

allotted 
100 marks 

9. Course Objectives of the Program 
 Develop foundational knowledge of cyberspace, web architecture, and digital 

communication systems while understanding the emerging challenges in 
cyber security. 

 Identify and analyze various forms of cybercrimes including social 
engineering, financial fraud, and cyber threats targeting individuals and 
organizations, along with relevant legal frameworks such as the IT Act 2000. 

 Understand and evaluate the role of cyber law, privacy regulations, and policy 
mechanisms in combating cybercrime and ensuring digital safety. 

 Examine the security implications of social media usage, including data 
privacy, inappropriate content, and legal consequences, while adopting best 
practices for secure digital communication. 



 Explore the concepts of e-commerce and digital payment systems, including 
different modes of transactions, threats, and RBI guidelines for secure 
financial operations. 

 Learn the principles of digital device security and gain hands-on skills in 
configuring antivirus, firewalls, password policies, and mobile device security. 

 Acquire the ability to use practical tools and techniques to report, prevent, 
and mitigate cyber incidents, and foster a responsible and ethical approach 
to personal and professional digital interactions. 

10. Program Outcomes 
After completing the Cyber Security Undergraduate Program, students will: 

 Develop a foundational understanding of cyberspace, digital infrastructure, 
and the critical role of cybersecurity in the modern digital world. 

 Recognize and categorize various types of cybercrimes, including online 
frauds, phishing, ransomware, and social engineering attacks. 

 Gain knowledge of national cyber laws and regulations, especially the IT Act 
2000, and understand how to report and respond to cyber incidents. 

 Understand the security and privacy challenges associated with social media 
platforms and apply best practices for responsible digital behaviour. 

 Acquire familiarity with e-commerce systems and digital payment modes, 
along with the ability to recognize and prevent associated frauds. 

 Develop hands-on proficiency in securing digital devices through password 
policies, antivirus tools, firewalls, and mobile security settings. 

 Implement basic cybersecurity tools and technologies to detect threats and 
apply remedial measures to protect personal and institutional data. 

 Demonstrate the ability to configure, manage, and monitor endpoint device 
security, and apply guidelines to mitigate risks. 

 Strengthen their awareness of ethical issues in digital interactions and data 
usage, fostering responsible digital citizenship. 

 Gain experience in practical applications through case studies and lab 
exercises that simulate real-world cyber scenarios. 

 Prepare for entry-level roles in cybersecurity support, digital risk awareness, 
IT help desk functions, and cyber law consultancy. 

 Build a strong foundation to pursue higher education or certifications in 
cybersecurity, digital forensics, ethical hacking, or information security 
management. 

 
11. Modules: Our course content is designed based on the UGC syllabus, ensuring 

academic relevance and quality. 
Module 1: Overview of Cyber security 
 Module Content - Cyber security increasing threat landscape, Cyber security 

terminologies- Cyberspace, attack, attack vector, attack surface, threat, risk, 
vulnerability, exploit, exploitation, hacker., Non-state actors, Cyber terrorism, 
Protection of end user machine, Critical IT and National Critical Infrastructure, 
Cyberwarfare, Case Studies. 



 Learning Outcomes - Students after completing this module will be able to 
understand the basic terminologies related to cyber security and current cyber 
security threat landscape. They will also develop understanding about the 
Cyberwarfare and necessity to strengthen the cyber security of end user machine, 
critical IT and national critical infrastructure. 

Module 2: Cybercrimes 
 Module Content - Cyber crimes targeting Computer systems and Mobiles- data 

diddling attacks, spyware, logic bombs, DoS, DDoS, APTs, virus, Trojans, 
ransomware, data breach. Online scams and frauds- email scams, Phishing, Vishing, 
Smishing, Online job fraud, Online sextortion, Debit/ credit card fraud, Online 
payment fraud, Cyberbullying, website defacement, Cybersquatting, Pharming, 
Cyber espionage, Cryptojacking, Darknet- illegal trades, drug trafficking, human 
trafficking, Social Media Scams & Frauds- impersonation, identity theft, job scams, 
misinformation, fake newscyber crime against persons - cyber grooming, child 
pornography, cyber stalking, Social Engineering attacks, Cyber Police stations, Crime 
reporting procedure, Case studies. 

 Learning Outcomes - After completion of the module, students will have complete 
understanding of the cyberattacks that target computers, mobiles and persons. 
They 
will also develop understanding about the type and nature of cyber crimes and as to 
how report these crimes through the prescribed legal and Government channels. 

 Practical –  
1. Platforms for reporting cyber crimes. 

Module 3: Platforms for reporting cybercrimes 
 Module Content - Cyber crime and legal landscape around the world, IT Act,2000 

and its amendments. Limitations of IT Act, 2000. Cyber crime and punishments, 
Cyber Laws and Legal and ethical aspects related to new technologies- AI/ML, IoT, 
Blockchain, Darknet and Social media, Cyber Laws of other countries, Case Studies. 

 Learning Outcomes - Students after completing this module will be able to 
understand the legal framework that exist in India for cyber crimes and penalties 
and 
punishments for such crimes, It will also expose students to limitations of existing IT 
Act,2000 legal framework that is followed in other countries and legal and ethical 
aspects related to new technologies. 

Module 4: E – Data Privacy and Data Security 
 Module Content - Defining data, meta-data, big data, nonpersonal data. Data 

protection, Data privacy and data security, Personal Data Protection Bill and its 
compliance, Data protection principles, Big data security issues and challenges, Data 
protection regulations of other countries- General Data Protection 
Regulations(GDPR),2016 Personal Information Protection and Electronic Documents 
Act (PIPEDA), Social media- data privacy and security issues. 
 

 Learning Outcomes - After completing this module, students will understand the 



aspects related to personal data privacy and security. They will also get insight into 
the Data Protection Bill,2019 and data privacy and security issues related to Social 
media platforms. 

 Practical –  
1. Registering complaints on a social media platform. 

Module 5: Cyber security Management, Compliance and Governance 
 Module Content - Cyber security Plan- cyber security policy, cyber crises 

management plan, Business continuity, Risk assessment, Types of security controls 
and their goals, Cyber security audit and compliance, National cyber security policy 
and strategy. 

 Learning Outcomes - Students after completing this module will understand the 
main components of cyber security plan. They will also get insights into riskbased 
assessment, requirement of security controls and need for cyber security audit and 
compliance. 

 Practical –  
1. Prepare password policy for computer and mobile device. 
2. List out security controls for computer and implement technical security controls 
in the personal computer. 
3. List out security controls for mobile phone and implement technical security 
controls in the personal mobile phone. 
4. Log into computer system as an administrator and check the security policies in 
the system. 

12. REFERENCES 
1. Cyber Security Understanding Cyber Crimes, Computer Forensics and Legal 
Perspectives by Sumit Belapure and Nina Godbole, Wiley India Pvt. Ltd. 
2. Information Warfare and Security by Dorothy F. Denning, Addison Wesley. 
3. Security in the Digital Age: Social Media Security Threats and Vulnerabilities by 
Henry A. Oliver, Create Space Independent Publishing Platform. 
4. Data Privacy Principles and Practice by Natraj Venkataramanan and Ashwin 
Shriram, 
CRC Press. 
5. Information Security Governance, Guidance for Information Security Managers 
by 
W. KragBrothy, 1st Edition, Wiley Publication. 
6. Auditing IT Infrastructures for Compliance By Martin Weiss, Michael G. Solomon, 
2nd Edition, Jones Bartlett Learning. 

13. Semester-End Examination - MCQ-based online exam conducted through the LMS. 
The question paper is for 100 marks. Minimum 40 marks required to pass.   

14. Format of question paper: Multiple Choice Questions (MCQs) 
15. Live Sessions and Course material - There is no live online sessions. The entire course 

is self-study-oriented in accordance with the syllabus prescribed by the UGC. It 
includes E- book, recorded videos, lab manual, and assignments. The course is made 
available completely online through the LMS, allowing students to explore the 
content in a self-paced manner. 
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PUNYASHLOK AHILYADEVI HOLKAR SOLAPUR UNIVERSITY 
M.Com. Advanced Statistics Program Structure as per NEP-2020 

M. Com. (Advanced Statistics) consists of 88 credits. Credits of a course are specified against 

the title of the course.  

M.Com. Advanced Statistics Semester-I 

Course Type Course code Course Title 
No. of 

Credits 

Major Mandatory 

DSC-1 Matrix Algebra 4 

DSC-2 Sampling Techniques 4 

DSC-3 Operations Research-I 4 

DSC-4 Demography 2 

Major Elective DSE-1 Index Numbers 4 

Research Methodology RM Research Methodology 4 

M.Com. Advanced Statistics Semester-II 

Course Type Course code Course Title 
No. of 

Credits 

Major Mandatory 

DSC-5 Operations Research-II 4 

DSC-6 Inventory Management 4 

DSC-7 Design of Experiments-I 4 

DSC-8 Distribution Theory 2 

Major Elective DSE-2 Basic Excel 4 

On Job Training OJT On Job Training 4 

M.Com. Advanced Statistics Semester-III 

Course Type Course code Course Title 
No. of 

Credits 

Major Mandatory 

DSC-9 Estimation Theory 4 

DSC-10 Industrial Statistics-I 4 

DSC-11 Design of Experiments-II 4 

DSC-12 Time Series Analysis 2 

Major Elective DSE-3 Advanced Excel 4 

Research Project RP Research Project 4 

M.Com. Advanced Statistics Semester-IV 

Course Type Course code Course Title 
No. of 

Credits 

Major Mandatory 

DSC-13 Testing of Theory of Hypotheses 4 

DSC-14 Industrial Statistics-II 4 

DSC-15 Decision Theory 4 

Research Project RP Research Project 6 

Major Elective DSE-4 Introduction to SPSS 4 
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DSC-1 Matrix Algebra No. of Credits: 04 

 

Course Outcomes: 

After the successful completion of this course, student will be able to- 
i) Obtain the value of the determinant 

ii) Understand the basics of matrices. 
iii) Perform basic matrix operations 

iv) Obtain inverse of a given matrix. 

 

Unit 1: Determinant, Definition & properties (without proof), determinants of order 

              (15 L) 

 
Unit 2: Definition of Matrix, Types of Matrices. Algebra of Matrices (Addition 

Subtraction & Multiplication), Inverse of Matrix by adjoint method. Examples based 

on matrices upto order 3.                (15 L) 
 

Unit 3: Elementary operations, rank of a matrix and related results. Orthonormal 
basis and orthogonal projection of a vector, Orthogonal matrices, Gram-Schmidt 

orthogonalisation.                                  (15 L) 
 

Unit 4: Solution of a system of homogenous and non-homogenous linear equations 

and theorem related to existence of solution.             (15 L) 

 
Suggested Books: 

1.  

Lipson 
2. Gregory Hartman:  Fundamentals of matrix algebra,  

3. Shantinarayan : Text Book of Matrices 
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DSC-2 Sampling Techniques No. of Credits: 04 

 

Course Outcomes: 

After the successful completion of this course, student will be able to- 
i)    Understand the use and importance of sampling 

ii) Understand different tyoes of smapling. 
iii) Distinguish between robability and non-probability sampling. 

iv) Find estimators of population parameters based on sample. 

 

 

Unit-1: Concepts of population and sample, need for sampling, census and sample 
surveys, designing of a questionnaire, sampling and non-sampling errors, sample size 
determination, finite population sampling techniques-SRSWR, SRSWOR, estimation of 
mean and total in each case and their variances (without proof).                     (15L)  
 
Unit-2: Stratified sampling: Concept and need of stratified sampling. allocation 
problems in stratified sampling, estimation of mean or total in each case and their 
variances (without proof). Systematic sampling: The sample mean and its variance 
(without proof), comparison of systematic sampling with random sampling, comparison 
of systematic sampling with stratified sampling.                                                (15L)  
 
Unit-3: Unequal probability sampling: PPSWR Methods: cumulative total method, 

 
Non-probability sampling: Incidental sampling, quota sampling, purposive sampling, 
snowball sampling, convenience sampling, consecutive sampling.                      (15L) 
  
Unit-4: Auxiliary information in sample surveys, Ratio and regression estimators based 

on SRSWOR method of sampling, Double sampling, Cluster sampling, Two-stage 

sampling with equal number of second stage units.                           (15L) 

 

 

Suggested Books: 
1. Sukhatme P.V., Sukhatme B.V., Sukhatme S. and Ashok C. (1997): Sampling Theory of 
Surveys and Applications- Piyush Publications.  
2. Des Raj and P. Chandhok (1998): Sample Survey Theory. Narosa publishing House.  
3. William G. Cochran (1977): Sampling Techniques, 3rd edition- John Wiley & Sons.  
4. Parimal Mukhopadhyay (1988): Theory and methods of Survey sampling, Prentice 
Hall of India Pvt. Ltd.  
5. Murthy M.N. (1977): Sampling Theory and Methods, Statistical publishing Society, 
Calcutta. 
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DSC-3 Operations Research-I No. of Credits: 04 

 

Course Outcomes: 

After the successful completion of this course, student will be able to- 

i)    Understand the basics of Operations Research. 
ii) Formulate and solve linear programming problem. 

iii) Understand CPM and PERT tools. 
 

Unit 1: Introduction to Operations Research (O.R.): Origin, definition and scope of 
Operations Research, Phases in Operations Research, Applications of Operations 

Research. 

Linear Programming Problem: Definition and mathematical form of general L.P.P. 
Problems on formulation of L.P.P. Canonical form of L.P.P., Standard form of L.P.P. 

Definitions of Solution, Feasible solution and Optimum solution. Graphical Method of 

finding optimum solution to L.P.P. Numerical Problems.                    (15 L) 

Unit 2:  Definitions of slack variable, surplus variable, artificial variable, Basic 

feasible solution, degenerate and non-degenerate solutions. Simplex method for 

finding an optimum solution to L.P.P. Big-M method for finding an optimum solution 
to L.P.P. Numerical problems.                         (15 L) 

Unit 3: Critical Path Method (CPM): Definitions of Project, Activity, Event, 
Completion time of activity, Project completion time, Slack time, Critical Activity, 

Critical Path, Earliest Start (ES) time, Earliest Finish (EF) time, Latest Start (LS) time, 

Latest Finish (LF) time, Dummy activity. Construction of Network and its rules. 
Calculations of ES, LS, EF, LF and project completion time.            (15 L) 

Unit 4: PERT : Differentiation between CPM and PERT. Definitions of Optimistic 

time, Pessimistic time, Most likely time. Calculations of expected completion times of 

activities and their variances, expected completion time of the project and its 

variance. Numerical problems on CPM and PERT.                                                 (15 L) 

 
Suggested Books: 

1. S.D. Sharma : Text Book of Linear Programming Problem  
2. S.D.Sharma : Operations Research  

3. R.K. Gupta : Text Book of Linear Programming  

4. Kantiswarup, Gupta Man-Mohan : Operations Research  
5. Goel And Mithal : Operations Research  

6. Kantiswarup, Gupta Man-Mohan : Operations Research
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DSC-4 Demography No. of Credits: 02 

 

Course Outcomes: 

After the successful completion of this course, student will be able to- 
i)   Understand the importance of studying demography. 

ii) Understand different types of population surveys 
iii) Obtain different fertility indicators for a given population 

iv) Obtain different mortality indicators for a given population. 

 

Unit 1: History, definition, nature, and scope of Population Studies/ demography, 

the relationship of other social sciences with population studies, Population trends, 

global variation in population size and growth, history of Population in India, 
Current Population Scenario, and Demographic profile of India and States. Basic 

demographic concepts, and components of population change.                (15L) 

Unit 2: Indian census: Historical background, coverage, features, and uses. Strengths 
and weaknesses of various data sources in India, 

Population Surveys: Meaning, Scope, use, limitations; Major surveys: National 
Sample Surveys (NSS), World Fertility Survey (WFS), Demographic Health Surveys 

(DHS), Reproductive and Child Health Survey (RCHS). National Family Health 
Surveys (NFHS), Comprehensive Nutrition Survey; Aging survey.                      (15L) 

Unit 3: Fertility Indicators: sources of data and their computation, Cross-sectional or 

Period indicators: Crude Birth Rate (CBR), General Fertility Rate (GFR), Age-Specific 

Fertility Rate (ASFR), Age-Specific Marital Fertility Rate (ASMFR), Total Marital 
Fertility Rate (TMFR), Total Fertility Rate (TFR), Gross Reproduction Rate (GRR), 

Net Reproduction Rate (NRR).                (15L) 

Unit 4: Mortality Indicators: Crude Death Rate (CDR), Age-Specific Death Rate 
(ASDR), Infant Mortality Rate (IMR), Under-five mortality Rate, Neo-natal mortality 

rate, Post-natal mortality rate; Maternal Mortality Rate (MMR).           (15L) 
 

Suggested Books: 
1. Shryoch, Henry S, Jacob S, Siegel and Associates (1964): Methods and materials of 
demography (condensed edition) Academic press, London.  
2. Barclay, George W. (1968): Techniques of population analysis, John Wiley and 
Sons, New York.  
3. Keyfitz N. (1968): Introduction to Mathematics of Population. Addision-Wesley 
Publishing Co, Reading, Massachusetts.  
4. R. Ramkumar (1986): Technical Demography, Wiley Eastern, New Delhi.  
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DSE-1 Index Numbers No. of Credits: 04 

 

After the successful completion of this course, student will be able to- 

i)     Understand the importance of index numbers in planning. 
ii) Understand changes in price and quantity over the years. 

iii) Obtain different indices for the given year. 
iv) Obtain purchasing power of a rupee. 

 

Unit 1: Introduction to Index Numbers: Definition and construction of index 

numbers. Characteristics of a good index number. Price relatives: definition. 

Properties: Identity property, time reversal property, cyclical or circular property. 

Quantity or volume relative, Value relatives; Illustrative Examples.            (15L) 
 

Unit 2: Problems involved in computation of Price Index Number, Index numbers: 

Simple aggregate method, weighted aggregate method, merits and demerits. 
Illustrative Examples.                           (15L) 

 
Unit 3: umber. 

 s index 

numbers (time reversal and factor reversal tests); Illustrative Examples.           (15L) 

 

Unit 4: Purchasing power of a rupee, Base shifting, splicing and deflating of index 
numbers, Illustrative Examples.                                                                                (15L) 

 

Suggested Books: 
1. Gupta S.C. and Kapoor V.K.:Fundamentals of Applied statistics  Sultan Chand 

and Sons Publication 
2. Balk, B.M. : Price and quantity index numbers, Cambridge Core - Statistics for 

Econometrics, Finance and Insurance  
3.  Sharma, A. K.: Text Book of Index Number and Time Series, Discovery Publishing 

Pvt. Ltd
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DSC-5 Operations Research-II No. of Credits: 04 

 

After the successful completion of this course, student will be able to- 

i)   Understand the formulation of transportation and assignment problems. 
ii) Obtain solutions to transportation and assignment problems. 

iii) Understand the theory of replacement. 
iv) Understand basic of queuing theory.. 

 

Unit 1: Transportation Problem : Definition and mathematical form of 

Transportation Problem. Transportation Problem as a special case of L.P.P. 

Condition for the existence of feasible solution to the transportation problem. 

Balanced and unbalanced transportation problems. Methods for finding initial basic 
feasible solution to the transportation problem- North-West corner method, Matrix 

minima method and Vogel's Approximation Method. Degeneracy in transportation 

problem. MODI method for finding an optimum solution to the transportation 
problem. Numerical problems.                                                                                   (15 L) 

 
Unit 2: Assignment Problem : Definition and mathematical form of Assignment 

Problem. Assignment Problem as a special case of Transportation Problem. Balanced 
and unbalanced transportation problems. Hungarian method for finding an optimum 

assignment to the assignment problem. Numerical problems.                               (15L) 

 

Unit 3: Replacement: Introduction of replacement problem, types of replacement 
problems, replacement policy for items whose maintenance cost increases with time 

when money value is fixed and money value changes with constant rate, worked 

examples, replacement of items that fail completely.                                                (15 L) 
Unit 4:  Queuing theory  M/M/1/FIFO model; Markovian chain, Simulation :- Monte 

Carlo Method.                                                                                                                             (15L) 
 

Suggested Books: 
1. S.D. Sharma : Text Book of Linear Programming Problem  

2. S.D.Sharma : Operations Research  

3. R.K. Gupta : Text Book of Linear Programming  

4. Kantiswarup, Gupta Man-Mohan : Operations Research  

5. Goel And Mithal : Operations Research  

      6. Kantiswarup, Gupta Man-Mohan : Operations Research
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DSC-6 Inventory Management No. of Credits: 04 

After the successful completion of this course, student will be able to- 

i)   Understand the basics of supply chain management. 

ii) Understand the logistics and costs associated with it. 
iii) Understand the basic concepts involved in inventory management. 

iv) Understand various EOQ models. 
 

Unit 1: Supply Chain Concepts: Objectives of a Supply Chain, Stages of Supply chain, 

Value Chain Process, Cycle view of Supply Chain Process, Key issues in SCM, logistics 

& SCM, Supply Chain Drivers and obstacles, Supply chain strategies, strategic fit, Best 

practices in SCM, Obstacles of streamlined SCM.               (15L) 

Unit 2: Logistics :Evolution, Objectives, Components and Functions of Logistics 
Management, Distribution related Issues and Challenges; Gaining competitive 

advantage through Logistics Management, Transportation Functions, Costs, and 

Mode; Network and Decision, Containerization, Cross docking.           (15L) 
Unit 3: Inventory Management: Concept, various costs associated with inventory, 

various EOQ models, buffer stock (trade-off between stock out / working capital 
cost), lead time reduction, re-order point / re-order level fixation, exercises 

numerical problem solving , ABC, SDE / VED Analysis, Just-InTime &Kanban System 
of Inventory management.                (15L) 

Unit 4: Recent Issues in SCM: Role of Computer / IT in Supply Chain Management, 

CRM Vs. SCM, Benchmarking concept, Features and Implementation.         (15 L) 

 
Suggested Books: 

 1. Raghuram G. (I.I.M.A.) - Logistics and Supply Chain Management (Macmillan, 1st 

Ed.)  
2. Krishnan Dr.Gopal - Material Management, (Pearson,New Delhi, 5th Ed.)  

3. Agarwal D.K. - A Text Book of Logistics and Supply chain management (Macmillan, 
1st Ed.).  

4. Sahay B.S. - Supply Chain Management (Macmillan, 1st Ed.)  
5. Chopra Sunil and Peter Meindl - Supply chain management (Pearson, 3rd Ed.



M.Com. Part-I (Statistics) Syllabus as per NEP w.e.f. 2023-24 

 10 

 

DSC-7 Design of Experiments-I No. of Credits: 04 

 

After the successful completion of this course, student will be able to- 

i)   Understand the basic terms involved in designing of experiments.. 
ii) Understand how to perform ANOVA. 

iii) Understand CRD, RBD and LSD. 
 

 

Unit 1: Introduction to the basic terms of designs of Experiments: Experimental 

Units, Treatments, Randomization, Replications, Local Control, choice of size and 

shape of plot for uniformity trials. Analysis of variance: Analysis of variance for one - 

way classification: Mathematical model, assumptions basic hypothesis and ANOVA 
table. Analysis of variance for two -way classification: mathematical model, 

assumptions basic hypothesis, ANOVA table. Numerical problems.            (15L) 

 
Unit 2: Completely Randomized Design (CRD): Description, layout, mathematical 

model, hypothesis, and its analysis of variance, Test for equality of treatment effects 
(without derivation), ANOVA table. Numerical problems.             (15L) 

Unit 3: Randomized Block Design (RBD): Description, layout, mathematical model, 
hypothesis, and its analysis of variance, Test for equality of treatment effects 

(without derivation), ANOVA table. Numerical problems.            (15L) 

 

Unit 4: Latin square Design (LSD): Description, layout, Mathematical model, 
hypothesis, and its analysis of variance, ANOVA table. Numerical problems.       (15L) 

 

 
Suggested Books:  

1. Gupta and Kapoor : Applied Statistics  
2 .Goon, Gupta & Dasgupta : Fundamentals of Statistics (Vol. I & II)  

3. Cochran & Cox : Experimental designs  
4.  Feherer : Experimental Designs 
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DSC-8 Distribution Theory No. of Credits: 02 

 

After the successful completion of this course, student will be able to- 

i)   Understand the idea of random variable and its properties. 
ii) Obtain distribution of functions of given random variable. 

 
 

Unit-1: Random variables (discrete and continuous), Distribution function and its 

properties, Relation of distribution function with uniform variate. Review of 

univariate discrete and continuous distributions; Bernoulli, Binomial, Poisson, 

Hyper-geometric, Geometric, Negative binomial, Discrete uniform, Continuous 

uniform, Normal, Exponential, Gamma, Beta (elementary properties and 
applications only), Truncated distributions, Compound distributions.          (15L)  

Unit-2: Functions of random variables, their distributions in case of univariate 

random variables and its applications. Exponential family of distributions. Location 
and scale families, non-regular families. Symmetric distributions, properties of 

symmetric distributions, Location and scale families and examples. Order statistics-
their distributions and properties. Joint and marginal distributions of order 

statistics.                      (15 L) 
 

Suggested Books:  

1. Rohtagi V.K. and. Saleh A. K. M. E (2015): An Introduction to Probability Theory 

and Mathematical Statistics, 3rd Edition, Wiley.  
2. Miller I. and Miller M. (1999): Mathematical Statistics, 6th Edition, Oxford & IBH 

Pub.  

3. Ross S. M. (2014): Introduction to Probability Models, 11th Edition, Academic 
Press. 4. Dudewicz E. J. and S. N. Mishra S. N. (1988): Modern Mathematical Statistics, 

Wiley International Student Edition. 
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DSE-2 Basic Excel No. of Credits: 04 

After the successful completion of this course, student will be able to- 

i)   Understand the data entry operations in excel. 

ii) Use different formulae in excel. 
iii) Apply various formatting options in excel. 

Unit 1: Introduction. Interface: Provides a brief description of the user interface for 
Microsoft Excel, Worksheets: Manage elements of worksheets, Data Entry: Examines 

and describes multiple means of entering data, Rows & Columns: Insert, delete, hide, 

and group rows and columns.                                                                                        (15 L) 

Unit 2: Formulas. Autofill: Explores Excel's amazing ability to predict and 

extrapolate patterns; Calculations: Perform mathematical expressions and review 

the Order of Operations rule; AutoSum Functions: Review the five key functions: 
Sum, Average, Max, Min, and Count Numbers; Absolute Reference: Changing a cell 

reference into a constant, which is necessary for certain calculations; True or False: 

Tests to see whether criteria is true/false; Text Functions: Introduces functions used 
to modify text in Excel; Multi-Input Functions: More advanced functions that require 

more than one input.                             (15 L) 
Unit 3: Formatting. Formatting: The addition of effects to an Excel document to 

provide visual instruction; Cell Styles: Apply consistent formatting to specific types 
of cells or values; Conditional Formatting: Apply a predetermined format based on 

specified rules; 

Charts & Tables. Tables: Explore the special functionality created when data is 

converted to a Table; Column Chart: Create a Column chart to visually examine data; 
Line Chart: Create a Line chart and Spark lines to visually examine data; Pie Chart: 

Create a Pie chart to visually examine data.                                                            (15 L) 

Unit 4: Workbook Management. Freeze Panes: Enable a portion of the screen to 
stay visible at all times; Printing: Rules and strategies to make printing easy; 

Windows: Change how your worksheet displays data; Templates: Use prefabricated 
templates to build a spreadsheet; Excel Tricks: Fundamental keyboard shortcuts and 

other Excel tricks.                                                                                                    (15 L) 
 

Suggested Books: 

1. Nigel Tillery: Excel Essentials: A Step-by-Step Guide with Pictures for Absolute 

Beginners to Master the Basics and Start Using Excel with Confidence 

2. Kabir Das: Microsoft Excel : Shortcut keys and Formulas 

3. Naveen Mishra: Excel with Microsoft Excel: Comprehensive & Easy Guide to 

Learn Advanced MS Excel. 



Solapur University with UDDYAM – PAHSUI Introduces 
University Grants Commission (UGC) Mandated 4 Credits 

Title of the Paper  Syllabus for Advanced Cybersecurity program (Postgraduate Level) 
Mandatory Credits 4 
From Academic 
Year 

2025-26 

Sr 
No 

Heading Particulars 

1 Course Title Advanced Cybersecurity 
2. Course Code (To be assigned by Solapur University) 
3. Description 

of The 
Program 

The Postgraduate Program in Cyber Security offers an advanced and 
strategic perspective on securing digital infrastructure in an 
increasingly interconnected world. The curriculum is structured to 
deepen expertise in areas such as national cybersecurity policies, 
cyber warfare, advanced cybercrime mechanisms, and data privacy 
regulations across global jurisdictions. 
Students engage with complex topics including zero-day 
vulnerabilities, ransomware, AI-driven threats, GDPR compliance, 
and cybersecurity governance. The program also emphasizes legal 
and ethical issues surrounding emerging technologies like IoT, 
Blockchain, and AI. With a focus on cyber risk management, security 
audits, and strategic planning, this program prepares graduates to 
lead in roles such as cybersecurity analysts, compliance officers, 
digital risk managers, and policy advisors in public and private 
sectors. 

4. Vertical: ✔ Elective 
5. Type Theory and Practical 
6. Credit 4 credits 
7. Hours allotted 60 hours 
8. Marks 

allotted 
100 marks 

9. Course Objectives of the Program 
 Develop foundational knowledge of cyberspace, web architecture, and digital 

communication systems while understanding the emerging challenges in 
cyber security. 

 Identify and analyze various forms of cybercrimes including social 
engineering, financial fraud, and cyber threats targeting individuals and 
organizations, along with relevant legal frameworks such as the IT Act 2000. 

 Understand and evaluate the role of cyber law, privacy regulations, and policy 
mechanisms in combating cybercrime and ensuring digital safety. 

 Examine the security implications of social media usage, including data 
privacy, inappropriate content, and legal consequences, while adopting best 
practices for secure digital communication. 



 Explore the concepts of e-commerce and digital payment systems, including 
different modes of transactions, threats, and RBI guidelines for secure 
financial operations. 

 Learn the principles of digital device security and gain hands-on skills in 
configuring antivirus, firewalls, password policies, and mobile device security. 

 Acquire the ability to use practical tools and techniques to report, prevent, 
and mitigate cyber incidents, and foster a responsible and ethical approach 
to personal and professional digital interactions. 

10. Program Outcomes 
After completing the Cyber Security Undergraduate Program, students will: 

 Develop a foundational understanding of cyberspace, digital infrastructure, 
and the critical role of cybersecurity in the modern digital world. 

 Recognize and categorize various types of cybercrimes, including online 
frauds, phishing, ransomware, and social engineering attacks. 

 Gain knowledge of national cyber laws and regulations, especially the IT Act 
2000, and understand how to report and respond to cyber incidents. 

 Understand the security and privacy challenges associated with social media 
platforms and apply best practices for responsible digital behaviour. 

 Acquire familiarity with e-commerce systems and digital payment modes, 
along with the ability to recognize and prevent associated frauds. 

 Develop hands-on proficiency in securing digital devices through password 
policies, antivirus tools, firewalls, and mobile security settings. 

 Implement basic cybersecurity tools and technologies to detect threats and 
apply remedial measures to protect personal and institutional data. 

 Demonstrate the ability to configure, manage, and monitor endpoint device 
security, and apply guidelines to mitigate risks. 

 Strengthen their awareness of ethical issues in digital interactions and data 
usage, fostering responsible digital citizenship. 

 Gain experience in practical applications through case studies and lab 
exercises that simulate real-world cyber scenarios. 

 Prepare for entry-level roles in cybersecurity support, digital risk awareness, 
IT help desk functions, and cyber law consultancy. 

 Build a strong foundation to pursue higher education or certifications in 
cybersecurity, digital forensics, ethical hacking, or information security 
management. 

 
11. Modules: Our course content is designed based on the UGC syllabus, ensuring 

academic relevance and quality. 
Module 1: Overview of Cyber security 
 Module Content - Cyber security increasing threat landscape, Cyber security 

terminologies- Cyberspace, attack, attack vector, attack surface, threat, risk, 
vulnerability, exploit, exploitation, hacker., Non-state actors, Cyber terrorism, 
Protection of end user machine, Critical IT and National Critical Infrastructure, 
Cyberwarfare, Case Studies. 



 Learning Outcomes - Students after completing this module will be able to 
understand the basic terminologies related to cyber security and current cyber 
security threat landscape. They will also develop understanding about the 
Cyberwarfare and necessity to strengthen the cyber security of end user machine, 
critical IT and national critical infrastructure. 

Module 2: Cybercrimes 
 Module Content - Cyber crimes targeting Computer systems and Mobiles- data 

diddling attacks, spyware, logic bombs, DoS, DDoS, APTs, virus, Trojans, 
ransomware, data breach. Online scams and frauds- email scams, Phishing, Vishing, 
Smishing, Online job fraud, Online sextortion, Debit/ credit card fraud, Online 
payment fraud, Cyberbullying, website defacement, Cybersquatting, Pharming, 
Cyber espionage, Cryptojacking, Darknet- illegal trades, drug trafficking, human 
trafficking, Social Media Scams & Frauds- impersonation, identity theft, job scams, 
misinformation, fake newscyber crime against persons - cyber grooming, child 
pornography, cyber stalking, Social Engineering attacks, Cyber Police stations, Crime 
reporting procedure, Case studies. 

 Learning Outcomes - After completion of the module, students will have complete 
understanding of the cyberattacks that target computers, mobiles and persons. 
They 
will also develop understanding about the type and nature of cyber crimes and as to 
how report these crimes through the prescribed legal and Government channels. 

 Practical –  
1. Platforms for reporting cyber crimes. 

Module 3: Platforms for reporting cybercrimes 
 Module Content - Cyber crime and legal landscape around the world, IT Act,2000 

and its amendments. Limitations of IT Act, 2000. Cyber crime and punishments, 
Cyber Laws and Legal and ethical aspects related to new technologies- AI/ML, IoT, 
Blockchain, Darknet and Social media, Cyber Laws of other countries, Case Studies. 

 Learning Outcomes - Students after completing this module will be able to 
understand the legal framework that exist in India for cyber crimes and penalties 
and 
punishments for such crimes, It will also expose students to limitations of existing IT 
Act,2000 legal framework that is followed in other countries and legal and ethical 
aspects related to new technologies. 

Module 4: E – Data Privacy and Data Security 
 Module Content - Defining data, meta-data, big data, nonpersonal data. Data 

protection, Data privacy and data security, Personal Data Protection Bill and its 
compliance, Data protection principles, Big data security issues and challenges, Data 
protection regulations of other countries- General Data Protection 
Regulations(GDPR),2016 Personal Information Protection and Electronic Documents 
Act (PIPEDA), Social media- data privacy and security issues. 
 

 Learning Outcomes - After completing this module, students will understand the 



aspects related to personal data privacy and security. They will also get insight into 
the Data Protection Bill,2019 and data privacy and security issues related to Social 
media platforms. 

 Practical –  
1. Registering complaints on a social media platform. 

Module 5: Cyber security Management, Compliance and Governance 
 Module Content - Cyber security Plan- cyber security policy, cyber crises 

management plan, Business continuity, Risk assessment, Types of security controls 
and their goals, Cyber security audit and compliance, National cyber security policy 
and strategy. 

 Learning Outcomes - Students after completing this module will understand the 
main components of cyber security plan. They will also get insights into riskbased 
assessment, requirement of security controls and need for cyber security audit and 
compliance. 

 Practical –  
1. Prepare password policy for computer and mobile device. 
2. List out security controls for computer and implement technical security controls 
in the personal computer. 
3. List out security controls for mobile phone and implement technical security 
controls in the personal mobile phone. 
4. Log into computer system as an administrator and check the security policies in 
the system. 

12. REFERENCES 
1. Cyber Security Understanding Cyber Crimes, Computer Forensics and Legal 
Perspectives by Sumit Belapure and Nina Godbole, Wiley India Pvt. Ltd. 
2. Information Warfare and Security by Dorothy F. Denning, Addison Wesley. 
3. Security in the Digital Age: Social Media Security Threats and Vulnerabilities by 
Henry A. Oliver, Create Space Independent Publishing Platform. 
4. Data Privacy Principles and Practice by Natraj Venkataramanan and Ashwin 
Shriram, 
CRC Press. 
5. Information Security Governance, Guidance for Information Security Managers 
by 
W. KragBrothy, 1st Edition, Wiley Publication. 
6. Auditing IT Infrastructures for Compliance By Martin Weiss, Michael G. Solomon, 
2nd Edition, Jones Bartlett Learning. 

13. Semester-End Examination - MCQ-based online exam conducted through the LMS. 
The question paper is for 100 marks. Minimum 40 marks required to pass.   

14. Format of question paper: Multiple Choice Questions (MCQs) 
15. Live Sessions and Course material - There is no live online sessions. The entire course 

is self-study-oriented in accordance with the syllabus prescribed by the UGC. It 
includes E- book, recorded videos, lab manual, and assignments. The course is made 
available completely online through the LMS, allowing students to explore the 
content in a self-paced manner. 

 


